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Abstract

This research aimed to; 1) study the information system security management
strategies of the Toyin online platform, and 2) to develop an information system security
management model for the Toyin online platform. The research employed a mixed-
methods approach. Data were collected from users of the online platform in four regions
of China, which included: (1) Eastern region, Shandong Province, (2) Northern region,
Liaoning Province, (3) Western region, Sichuan Province, and (4) Southern region,
Guangdong Province, totaling to 400 participants. The statistics used for data analysis
included frequency distribution, percentage, mean, and standard deviation. Hypothesis
testing was conducted using T-test and F-test, one-way ANOVA analysis, and in-depth
interviews were conducted with 20 individuals, including government officials, executives,
and online platform developers responsible for information system security oversight.

The findings indicated that 1) the Online Douyin platform had strategies for
managing information system security on the platform, consisting of 5 strategies as
follows: (1) Strategy for establishing an information security management system,
(2) Strategy for setting information system security objectives, (3) Strategy for defining
security governance policies, (4) Strategy for developing information security personnel,
(5) Strategy for building user trust in the online platform. 2) It was found that the
information security management model of the Toyin online platform was developed by
analyzing and synthesizing quantitative and qualitative research data, and then further
developed and improved to create the CIA Triad model: 'Information Security
Management Model of the Toyin Online Platform.' The model had three key management
aspects: protecting data to be accessible only to authorized individuals, ensuring the
integrity and accuracy of information, and maintaining the availability of a secure

information system.
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